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https://gerhard-svolba.medium.com/
https://www.linkedin.com/in/gerhardsvolba/
https://github.com/gerhard1050/DataScience-Presentations-By-Gerhard
https://support.sas.com/en/books/authors/gerhard-svolba.html
https://communities.sas.com/t5/SAS-Communities-Library/Data-Science-and-Data-Preparation-Article-Overview-by-Gerhard/ta-p/727875
https://www.youtube.com/playlist?list=PLdMxv2SumIKsqedLBq0t_a2_6d7jZ6Akq
https://www.youtube.com/playlist?list=PLdMxv2SumIKs0A2cQLeXg1xb9OVE8e2Yq

Hinweis

* Ein Beitrag mit Beispiel Code zum Thema dieses Vortrags ist in
Vorbereitung. Der Link findet sich dann in dieser Sammlung

* Data Science and Data Preparation Article Overview by Gerhard

— https://communities.sas.com/t5/SAS-Communities-Library/Data-Science-and-

Data-Preparation-Article-Overview-by-Gerhard/ta-p/727875

* Bei Fragen vorab kontaktieren sie gerne the Autor unter
— Sastools.by.gerhard@gmx.net



https://communities.sas.com/t5/SAS-Communities-Library/Data-Science-and-Data-Preparation-Article-Overview-by-Gerhard/ta-p/727875
mailto:Sastools.by.gerhard@gmx.net

Statistics, Machine & Natural Language

Deep Learning Processing
: 1=
Data —
Management Deployment

_—

Decision
Management

Visualization

A
Dol O Q{

Computer & Forecasting,
Machine Vision Optimization

Copyright © SAS Institute Inc. All rights reserve d.



Moglichkeiten der Interaktion mit der SAS Analytik Plattform

Graphische Benutzeroberflache Programmierung
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.. Model Studio SAS Open Source Sprache
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Context: Cyber Security

* ...anomalous data points and shifts in the data distribution are inevitable. From a
cyber security perspective, these anomalies and dataset shifts are driven by both
defensive and adversarial advancement.

* To withstand the cost of critical system failure, the development of robust models is
thetrefore key to the performance, protection, and longevity of deployed defensive
systems.

* We present the BPF-extended tracking honeypot (BETH) dataset as the first _
cybersecurity dataset for uncertainty and robustness benchmarking. Collected using a
novel honeypot tracking system, our dataset has the following properties that make it
attractive for the development of robust ML methods:

1. At over eight million data points, this is one of the largest cyber security datasets available
2. It contains modern host activity and attacks

3. Itis fully labelled

4. It contains highly structured but heterogeneous features

5. Each host contains benign activity and at most a single attack, which is ideal for behavioural analysis
and other research tasks. In addition to the described dataset
Gsas
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BETH Dataset: Real Cybersecurity Data for Anomaly Detection Research

FEATURE TYPE DESCRIPTION

TIMESTAMP FLOAT SECONDS SINCE SYSTEM BOOT

PROCESSID* INT INTEGER LABEL FOR THE PROCESS SPAWNING THIS LOG
THREADID INT INTEGER LABEL FOR THE THREAD SPAWNING THIS LOG
PARENTPROCESSID* INT PARENT’S INTEGER LABEL FOR THE PROCESS SPAWNING THIS LOG
USERID* INT LOGIN INTEGER ID OF USER SPAWNING THIS LOG
MOUNTNAMESPACE* INT (LONG) SET MOUNTING RESTRICTIONS THIS PROCESS LOG WORKS WITHIN
PROCESSNAME STRING STRING COMMAND EXECUTED

HOSTNAME STRING NAME OF HOST SERVER

EVENTID* INT [D FOR THE EVENT GENERATING THIS LOG

EVENTNAME STRING NAME OF THE EVENT GENERATING THIS LOG

ARGSNUM* INT LENGTH OF ARGS

RETURNVALUE®* INT VALUE RETURNED FROM THIS EVENT LOG (USUALLY 0)
STACKADDRESSES LIST OF INT MEMORY VALUES RELEVANT TO THE PROCESS

ARGS LIST OF DICTIONARIES  LIST OF ARGUMENTS PASSED TO THIS PROCESS

SUS INT(OOR 1) BINARY LABEL AS A SUSPICIOUS EVENT (1 IS SUSPICIOUS, 0 IS NOT)

EVIL INT(OOR 1) BINARY AS A KNOWN MALICIOUS EVENT (0 IS BENIGN, 1 IS NOT)
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https://www.kaggle.com/datasets/katehighnam/beth-dataset

Pre-Processing / Feature Engineering
See Appendix A in the paper

s [Ds 0, 1, and 2 are meaningful since
alues used by the OS, but otherwi
random number is assigned to the process upon creati
recommend replacing process ith a binar
indicating whether or not processIDis 0, 1, or 2.

threadId: While this value did not appear useful in our
analysis. it might suggest how to link process calls if obfus-
cated in the system. No conversion is recommended at this
time.

parentProcessId: Same as processId, the same
mapping to a binary variable should suffice.

userId: The default in Linux

activity to some number below 1000 (typically 0).

login, they are assigned IDs starting at 1000, incrementally.
/ a user, but none of the current lo

to indicate userId < 1000 or userId > 1l

tively, one could use an ordinal mapping that bu
userId < 1000 at zero and then increment upward
each new user. Also, no more than four logins were viewed
per host in our current datasets.

BETH Dataset: Real hersecurity

argsNum: This raw feature is included as-is, since, at
this time, adequately parsing args requires either more
sophisticated pre-processing or a more complex ML model.

returnValue: This is also called the exit status and can
be used to determine whether a call completed successtully

- not. Mappings for this can vary. as this value is de-
cided between the parent and child p s. We mapped
returnValue into three values based on the common

zero (success), and | when p
something to the parent proce

stackBEdfesses: It is difficult to clearly

feature during manual anal

a variable size list make processing automat

without encoding or learning an extra embedc Thus this
field was dropped from training our baselines.

a%: There are many options in this variable list of dictio-
naries. For simplicity, we ref ilising any of these
values. However, more features can and should be created

for future work. Ssas
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Machine Learning as part
of a,,Closed Loop” Environment
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Flow SAS Studio (Viya4)
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Flow SAS Studio (Viya4)
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Ausgewadhlte SAS Procedurs in SAS Viya
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https://documentation.sas.com/doc/en/pgmsascdc/default/allprodsproc/p1vzipzy6l8so0n1gbbh3ae63czb.htm?fromDefault=#p048grfpdl3fqln1u8yxasntvra1
https://documentation.sas.com/doc/en/pgmsascdc/default/allprodsproc/p1vzipzy6l8so0n1gbbh3ae63czb.htm#p0phbytoamtxgxn14himvsgnt4w2

Data Preparation
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Feature Extraction

original  derived transformed text auto-
variables variables variables variables encoder PCA target

2

Gsas



Ordinary Least Squares (OLS) Regression Model

Yi=BotBXte;

Response (Y)

Predictor (X)
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Ensemble of Trees: Gradient Boosting
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Lift Value

- Multiplicative Factor how your predictive model is better than a
random selection.

Response

54 % True Response in Top 5 % prediction Group = 24 %
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